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Hands-on Lab: Create a Firewall Rule in Microsoft Windows Defender

Estimated time needed: 30 minutes

About This Lab

This exercise will look at Windows Defender Firewall with Advanced Security. This advanced view provides more in-depth options for configuration. All Windows
Firewall rules, and their details, are stored here, allowing you to edit configurations for each rule or exception.

Objectives

In this hands-on lab, you will:

Use Windows Defender Firewall with Advanced Security to edit an existing firewall rule.
Enforce the following rules:

Allow the connection for Key Management Service on the Domain and Private network.
Deny the connection for Key Management Service on the Public network.

Important Information About Lab Instructions and Solutions
In case you try to use your physical keyboard in the lab environment, it might not produce any visible results. To avoid this issue, please use the On-Screen Keyboard (you
can find it by searching for on-Screen Keyboard in the search bar at the bottom of your screen). If search functionality doesn't work, you can also click on the Windows

icon, scroll down to find Windows Ease of Access, click on it, and then select On-Screen Keyboard.

Microsoft Windows operating system features can vary based on the Windows edition. If completing these exercises on your machine, your navigation and solutions may
differ from what's presented in this lab.

Exercise 1: Allow an app through a firewall

1. Select the Windows Start button.
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2. Scroll down to select Windows Security.
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Windows Server

B >

Windows
LibreOffice 7.4 Server Manager  PowerShell

Microsoft Edge E g

Windows
Administrativ... Task Manager

Google Chrome

Server Manager

!
Settings ; E‘

Event Viewer

Windows Accessories
Windows Administrative Tools
Windows Ease of Access
Windows PowerShell
Windows Security

Windows System

1 © Type here to search
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Windows
PowerShell ISE

Control Panel

™

File Explorer
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3. Select Firewall & network protection.

Windows Security

I m Home
O Virus & threat protection
€ Firewall & network protection
B App & browser control

8 Device security

@ Settings

about:blank

about:blank

Security at a glance

Virus & threat protection
Quick scan due

Scan now

o

App & browser control
No action needed.

See what's happening with the security and health of your device
and take any actions needed.

3

Firewall & network

protection
No action needed.

05

Device security
View status and manage
hardware security features

u]
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4. Select Allow an app through firewall.
Windows Security

{1 Home
O Virus & threat protection

I € Firewall & network protection
B  App & browser control

8 Device security

@ Settings

about:blank

qp _
protection

Who and what can access your networks.

Bk Domain network

Firewall is on.

28 Private network

Firewall is on.

@ Public network (active)

Firewall is on.

Firewall & network

Allow an app through firewall

Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

Windows Community videos

Learn more about Firewall & network
protection

Who's protecting me?

Manage providers

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

5. Here you will see a list of allowed apps and features. Scroll down to Firefox (C:\Program Files\Mozilla Firefox). Notice that communication is permitted on the
private, but not the public. Select the box to enable communication on the public network.
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0 Allowed apps

about:blank

T ﬂ « Windows Defender Firewall » Allowed apps v & Search Control Panel

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? E;'Change settings

Allowed apps and features:

Name Private  Public *

\Program Files\Mozilla Firefox)

¥ Google Chrome ]
[iSCSI Service O O
[ Key Management Service ad O
Ml mDNS %] ™
[Vl Narrator QuickStart ] )
[ Netlogon Service ad O
[ Network Discovery O a
[¥] OpenSSH Server (sshd) )
[ Performance Logs and Alerts O O
¥ Remote Desktop M )
[ Remote Desktop (WebSocket) a o o~
Details... Remove
Allow another app...
oK Cancel
6. Select OK to accept changes and to return to the Firewall and network protection screen.
ﬂ Allowed apps -
s ﬂ « Windows Defender Firewall » Allowed apps v O Search Control Panel
Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.
What are the risks of allowing an app to communicate? E;'Change settings
Allowed apps and features:
Name Private  Public *
Firefox (C:\Program Files\Mozilla Firefox)
¥ Google Chrome
[1iSCSI Service a O
[0 Key Management Service a O
B mDNS ) ™
Narrator QuickStart M )
[ Netlogon Service a O
[ Network Discovery O a
[ OpenSSH Server (sshd) )
[ Performance Logs and Alerts a O
¥ Remote Desktop M )
[ Remote Desktop (WebSocket) a o o~
Details... Remove
Allow another app...
Cancel

Exercise 2: Enable Inbound Rules to Allow Remote Service Management
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1. Select Advanced settings on the Firewall & network protection screen.

Windows Security

{1 Home
O Virus & threat protection

I € Firewall & network protection
8 App & browser control

8 Device security

@ Settings

2. Here you will see an Overview in the center panel. On the left side, you will see three different rule types:

— Inbound rules
— Outbound rules
— Connection security rules

These rules can be configured to filter traffic based on computers, users, applications, ports, protocols, etc. Select Inbound rules.
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Firewall & network

(¢|?) _
protection

Who and what can access your networks.

Bk Domain network

Firewall is on.

28 Private network

Firewall is on.

@ Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter

Firewall notification settings

Advanced settings

Restore firewalls to default

Windows Community videos

Learn more about Firewall & network
protection

Who's protecting me?

Manage providers

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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ﬂ Windows Defender Firewall with Advanced Security

File Action View Help
= |m

@& Windows Defender Firewall witl
I Dutbound Rules
¥ Connection Security Rules
> B Monitering

‘ Windows Defender Firewall with Advanced Security provides network security for Windows computers.

Windows Defender Firewall with Advanced Security on Local Computer

~

Overview

Domain Profile

@ Windows Defender Firewallis on.

) Inbound connections that do not match a rule are blocked.
0 Outbound connections that do not match a rule are allowed.

Private Profile

@ Windows Defender Firewallis on.

(® Inbound connections that do not match a rule are blocked.
0 Outbound connections that do not match a nule are allowed.

Public Profile is Active

@ Windows Defender Firewallis on.

() Inbound connections that do not match a rule are blocked.
o Outbound connections that do not match a nule are allowed.

Windows Defender Firewall Properties

Getting Started
Authenticate communications between computers

Create connection sacurity rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

g Connection Securty Rules

View and create firewall rules

Crasta firsusll nidee to slloa Ar blaol i +n snanifiad e rare Yoo ran slen allnue 3 ranmaetion aehe #

W
>

Actions

| Windows Defender Firewall...

| Import Policy...
e;fpj Export Policy...
Restore Default Policy

Diagnose / Repair
View »
Refresh

Properties

B @ o

Help
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3. Select New Rule in the right pane.
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0 Windows Defender Firewall with Advanced Security

File Action View Help

o« 2m = HE

& Windows Defender Firewall wit!
i3 Inbound Rules

Inbound Rules

~

Actions

Inbound Rules

New Rule...

1 -~
&3 Outbound Rules Name Group Profile Enabled Action
M Connection Security Rules 0 Firefox (C:\Program Files\Mozilla Firefox) Private.., Yes Allow
- Monitoring 9 Firefox (C:\Program Files\Mozilla Firefox) Private... Yes Allow
V] OpenSSH Server (sshd) All Yes Allow
9 TightyNC All Yes Allow
9 AlUoyn Router (TCP-In) AllJoyn Router Domai... Yes Allow
@ Alloyn Router (UDP-In) Allloyn Router Domai... Yes Allow
BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No Allow
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Neo Allow
0 Cast to Device functionality (qWave-TCP... Cast to Device functionality Private... Yes Allow
9 Cast to Device functionality (qWave-UDP... Cast to Device functionality Private... Yes Allow
) Cast to Device 5SDP Discovery (UDP-In) Cast to Device functionality Public Yes Allow
9 Cast to Device streaming server (HTTP-5t... Cast to Device functionality Private  Yes Allow
@ Cast to Device streaming server (HTTP-St... Castto Device functionality ~ Domain  Yes Allow
9 Cast to Device streaming server (HTTP-St... Cast to Device functionality Public Yes Allow
@ Cast to Device streaming server (RTCP-5t... Cast to Device functionality Private  Yes Allow
@ Cast to Device streaming server (RTCP-5t.., Cast to Device functionality Public Yes Allow
9 Cast to Device streaming server (RTCP-St... Cast to Device functionality Domain  Yes Allow
9 Cast to Device streaming server (RTSP-5tr.,,, Cast to Device functionality Domain  Yes Allow
9 Cast to Device streaming server (RTSP-Str... Cast to Device functionality Private Yes Allow
@ Cast to Device streaming server (RTSP-Str... Cast to Device functionality Public Yes Allow
9 Cast to Device UPnP Events (TCP-In) Cast to Device functionality Public Yes Allow
COM+ Metwork Access (DCOM-In) COM+ Network Access All No Allow
COM+ Remote Administration (DCOM-In) COM+ Remote Administrati... All Neo Allow
0 Core Networking - Destination Unreacha... Core Networking All Yes Allow
@ Core Networki ng - Destination Unreacha... Core Networking All Yes Allow
ore Metworking - Dynamic Host Config... Core Networkin I es ow
9 CoreM king ic Host Config... Core N king All ¥ All
9 Core Networking - Dynamic Host Config... Core Networking All Yes Allow
3 Core Metworking - Intemet Gronn Mana...  Core Networking all Yes Allnw e
< »| €
4. Here you will see options for four new rule types. Select Predefined.
P New Inbound Rule Wizard X
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type What type of rule would you like to create?
@ Program
@ Action ® Program
@ Profi Rule that contrals connections for a program .
@ Name O Port
Rule that controls connections for a TCP or UDP port.
() Predefined:
AllJoyn Router -
Rule that controls connections for a Windows experience.
() Custom
Custom nule.
< Back | Cance

about:blank

Filter by Profile
Filter by State

<4 < «[8

Filter by Group
View

|@| Refresh

|5b Export List...
E Help
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5. Select Remote Service Management from the dropdown list.
IVELTWUIR WU Ve Y

@ New Inbound Rule Wizard Performance Logs and Alerts X
Remote Desktop
Remote Desktop (WebSocket)

Rule Type Remote Event Log Management

Select the type of firewall re to create. Evert Monkar

Sm: " o -
Remote Volume Management
@ Rule Type Wh Routing and Remote Access
Secure Socket Tunneling Protocol
@ Predefined Rules SNMP Trap
) O Software Load Balancer
@ Action TPM Virtual Smart Card Management

Windows Defender Firewall Remote Management
Windows Management Instrumentation (WMI)
(O |Windows Media Player
Windows Media Player Network Sharing Service
Windows Media Player Network Sharing Service (Intemet)
® Windows Remote Management

Windows Remote Management (Compatibility)
Remote Shutdown

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

<Back [ Met> ]| concel

6. Select Next to continue.
ﬂ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type
@ Predefined Rules

@ Action () Program
Rule that controls connections for a program.

What type of rule would you like to create?

O Port
Rule that controls connections for a TCP or UDP port.

(®) Predefined:
Remote Service Management ~
Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back Cancel
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7. Check the boxes for Remote Service Management (RPC-EPMAP), Remote Service Management (NP-IN), and Remote Service Management (RPC).

@ New Inbound Rule Wizard X
Predefined Rules
Select the rules to be created for this experience.
Steps:
@ Rule Type Which rules would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined aroup.
) Rules that are checked will be created. if a rule already exists and is checked, the contents of
@ Action the existing rule will be ovenwritten.
Rules:
—hleme, Rule Bxists Profile Desc
[[] Remote Service Management (RPC-EPMAP) |  Already exists Al Inbou
] Remocte Service Management (NP-In) Already exists Al Inbod
] Remoate Service Management (RPC) Already exists Al Inbod
< >
k| ==
8. Select Next to continue.
ﬂ New Inbound Rule Wizard X

Predefined Rules
Select the rules to be created for this experience.

Steps:
@ Rule Type Which rules would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined aroup.
) Rules that are checked will be created. f a rule already exists and is checked, the contents of
@ Action the existing rule will be ovenwritten.
Rules:
Name Rule Exists Profile Desc
[4] Remote Service Management (RPC-EPMAP)  Already exists Al Inbou
[1 Remoate Service Management (NP-In) Already exists Al Inbod
[ Remote Service Management (RPC) Already exists Al Inbod
< >
< Back Cancel
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9. Select Allow the connection if it is secure.

ﬂ New Inbound Rule Wizard

Action

Specily the action to be taken when a connection matches the conditions specified in the ule.

Steps:
@ FRule Type
@ Predefined Rules

@ Action

10. Select Next.

What action should be taken when a connection matches the specified conditions?

(®) Allow the connection
This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.

Customize

O Block the connection

ﬂ New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type

@ Predefined Rules
@ Action

& Users

-

Computers

about:blank

What action should be taken when a connection matches the specified conditions?

(_) Allow the connection
This includes connections that are protected with |Psec as well as those are not.

® Allow the tion if it is

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec propetties and rules in the Connection Security
Rule node.

Customize...

() Block the connection

<Back f| Net> |

11/20



4/29/25, 5:30 PM about:blank
11. Verify that the box to only allow connections from these users has been checked. Select Add to add an authorized user.
@ New Inbound Rule Wizard X

Users
Specily the users that are allowed to make the connection specified by this rule.

Steps:

ihasged users

® Fule Type [4] @nly allow connections from these users

@ Predefined Rules

@ Action

& U Remove

@ Computers

Exceptions
] Skip this rule for connections from these users
Add

Remove

Note: user identities can only be verified if an authentication method
that camies user identity is used.

ok [T ]| oo

12. Enter "Administrator" into the Enter the object names to select box.

Select Users or Groups X
Select this object type:
Users, Groups. or Builtn security principals | Object Types... |
From this location:
EC2AMAZJ5GP1US | Locations... |
Enterthe object names to select (zxamples):
[ Check Names
Advanced... 0K Cancel
13. Select OK.
Select Users or Groups X
Select this object type:
Users, Groups, or Built4n security principals | Object Types... |
From this location:
EC2AMAZ-J5GP1US | Locations... |
Enter the object names to select (zxamples):
’Mmistratod Check Names |
| =
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14. Click Next and Select Finish.
@ New Inbound Rule Wizard X
Computers
Specify the computers that are allowed to make the connection specified by this rule.

Sheps:

& Rule Type

Authonzed computers
(] Oniy allow connections from these computers:

& Predefined Rules

Exceptions
[] Skip this nule for connections from these computers:

Note: computer identities can only be verfied f an authentication
method that camies computer identity is used.

ot ==

Exercise 3: Allow Key Management Service on the Domain and Private
network, and deny the connection on the Public network

A KMS is used to activate Microsoft products (such as Windows and Office) within an organization without requiring each machine to connect directly to Microsoft for
activation.

1. Open the Windows Defender Firewall with Advanced Security options
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Windows Security

(1  Home
O Virus & threat protection

I € Firewall & network protection
8 App & browser control

8 Device security

@ Settings

about:blank

Firewall & network

(¢|?) )
protection

Who and what can access your networks.

B Domain network

Firewall is on.

28 Private network

Firewall is on.

@ Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter

Firewall notification settings

Advanced settings

Restore firewalls to default

Windows Community videos

Learn more about Firewall & network
protection

Who's protecting me?

Manage providers

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement

2. Scroll to the Key Management Service inbound rule in the Overview panel of Windows Defender Firewall with Advanced Security. Note the following:

e The policy is currently not enabled (the Enabled column says No.)

o If enabled, the rule would allow communication (the Action column says Allow.)

Double-click this rule.

ﬂ Windows Defender Firewall with Advanced Security

File Action View Help
e 20 = BE

" RUREERHES |nbound Rules

Inbound Rs

Bbasy,
uthound Rules |

M Gennection
, i, Monitoring | ¥ Google Chrome (mDNS-In)

iSCSI Service (TCP-In
Key Manageme
& rmDNS (UDP-In)
@ mDNS (UDP-In)
9 mDNS (UDP-In)
Metlogen Service (MP-In)

3. Here you will see the details of this rule. You will note that the General tab includes the name of the rule, a description of the rule, and whether the rule has been

ile and Printer Sharing over SMEDirect (...

Group

File and Printer Sharing over...

Google Chrome
i5CSI Service

Key Management Service

mDNS
mONS
mONS
Metlogon Service

Profile Enabled Action Override
Al Ne Allow No
All Yes Allow No
All = No

Domain Ne
Private  Yes Allow No
Public  Yes Allow No
Al Ne Allow Ne

allowed or blocked. In this case, the connection is allowed. Click the Advanced tab.

about:blank
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3 Key Management Service (TCP-In) Properties x
Protocols and Ports ~ Scope Local Principals ~ Remote Users
General Programs and Services Remote Computers

@ This is a predefined rule and some of its properties cannot
be madified.

Inbound rule for the Key Management Service to allow  »
floéa;.ﬂmamm counting and license compliance. [TCP y

] Enabled

~34 (@ AMlow the connection
ﬁ ié’ () Mlow the connection ff it is secure

Lustomize.

() Block the connection

[ ok ]| cancel || sopw

4. Here you will see which profiles the rule applies to. In this case, Domain, Private and Public are all selected.

about:blank
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Key Management Service (TCP-In) Properties x

General Programs and Services Remote Computers
Protocols and Ports ~ Scope  Advanced  |ocal Principals  Remote Users

Specify profies to which thig nule applies

Inteface types

T Specify the interface types to which this

' e anckes. _C:..utnn'l:e_..
Edge traversal

Edge trawversal allows the computer to accept unsolicted

J inbound packets that have passed through an edge davice
such as a MNetwork Address Translation (NAT) router or
frewall.

| Block edge traversal -

Prevert applicatiors from receiving unsolicited traffic from
the Intemat through a NAT edge device,

[ox ][ comcd [ somy

5. Because we want to allow communication only with the domain and private networks, For Public this box should not have a checkmark. Next, click Apply, then
click Ok.
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Key Management Service (TCP-In) Properties x
General Programs and Services Remote Computers
Protocols and Pots ~ Scope  Advanced  |ocal Principals  Remote Users

Profiles
f Specify profiles to which this rule applies.
.

Interface types

Specify the interface types to which this e
| rule applies.

Edge traversal

o Edge traversal allows the computer to accept unsolicited
™ae'  inbound packets that have passed through an edge device
such as a Network Address Translation (NAT) router or

firewall.

Block edge traversal ~

Prevent applications from receiving unsolicited traffic from
the Intemet through a NAT edge device.

et | 2]

6. Next, right click on Key Management Service(TCP-In) and select Enable Rule.

This will be set as Yes which means now the communication with the domain and private network is allowed.

H iSCSI Service (TCP-In)

i e NN 71 IND IRy

ISCSI Service (TCP-In) ISCSI Service Al Mo Allow
Key Manage megtleadce JED_ L2 Key Management Service All MNo Allow
DS (UDP-Ir Enable Rule h rDNS Private  Yes Allow
@ mDNS (UDP-Ir Cut mDMNS Domain  Yes Allowr
0 mDMNS (UDP-Ir tDMNS Public Yes Alleww
@ Microsoft Edge ey Microsoft Edge Al Yes Allowe
@ Microsoft Med Delete Microsoft Media Foundatio.,,  All Yes Allowe
) Micrasoft Med Properties Microsoft Media Foundatio.,,  All Yes Allowr
Metlogon Servi Metlogon Service All Ma Allow
Netlogon Servi Help Netlogon Service All Mo Allow

Ace (TCP-In) Key Management Service

L 1 Key Management Ser

iSCSl Service All MNo Allow ‘

NS Driventa Wac DAllewas

7. Now we will create an inbound rule that blocks communication with the public network. Since the new rule will be similar to the last, we will copy the existing rule.
Right-click the Key Management Service (TCP-In) inbound rule and click Copy. Press Ctrl+V to paste.

’ﬂ Windows Defender Firewall with Advanced Security

File Action View Help
= 2nmH=H

i Windows Defender Firewall witl JI L ]

&3 Inbound Rules

&% Outbound Rules

2‘, Connection Security Rules
» B Monitoring

about:blank

Name Group Profile Enabled  Action

Google Chrome (mDNS-In) Google Chrome All Yes Allow
i puice (TCP-1n i

+ Key Managemen anagemen... Domain, Private
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8. You will now see a second Key Management Service (TCP-In) inbound rule. Double-click the second rule to open the Key Management Service TCP-IN)
Properties.

Iale21 JEMILE LIF=IT1) 1331 JEMVILE &l (A 18) Ao

mnMNS Puhlir Yet Al

9. Since we want to block connection with the public network, select Block the connection on the General tab. Click Apply.
Key Management Service (TCP-In) Properties X

Protocols and Pots ~ Scope  Advanced  Local Principals ~ Remote Users
General Programs and Services Remote Computers

@ This is a predefined rule and some of its properties cannot
be modified.

General
! Name:
H.fr'-.' Management Service (TCP-in

Description:
Inbound rule for the Key Management Service to alow ™ &

for machine counting and cense compliance. [TCP
16881

[] Enabled

Action
~54 () Mlow the connection
X o () Allow the connection f & is secure

LISIOMIZE

(@) Block the connection

10. Click the Advanced tab.

about:blank
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Key Management Service (TCP-In) Properties X

Protocols and Ports ~ Scope | Advanced Jlocal Prncipals  Remote Users

General Prograrir e Remote Computers
(D This is a predefined rule and some of its properties cannot
be modified.
General
?'% Name:
H.-.'-'. Management Service (TCP-In I
Description:

Inbound rule for the Key Management Service to allow A
for machine counting and bcense compliance. [TCP
16881

[] Enabled

Action
~54 () Mlow the connection
X o () Allow the connection f & is secure

Customize

(@) Block the connection

ok | caned | Aoon

11. Click the Domain and Private boxes to remove the checkmarks. Click the Public to add the checkmark. Click Ok.
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Key Management Service (TCP-In) Properties X
General Programs and Services Remote Computers
Protocols and Pots ~ Scope  Advanced  |ocal Principals  Remote Lisers

Profiles
| Specify profiles to which this rule applies.
= |
= ] Domain
[] Private
[ Publc
Interface types
Specify the interface types to which this Customize
; rule apphes. E—————
Edge traversal

— Edge traversal allows the computer to accept unsolicited
J inbound packets that have passed through an edge device
such as a Network Address Translation (NAT) router or

firewall.
Block edge traversal v
Prevent applications from receiving unsolicited traffic from
the Intemet through a NAT edge device.

[SS]

12. The Overview panel will show your changes. Right-click each Key Management Service (TCP-In) rule and click Enable rule.

Key Management Service (TCP-In) Key Managemen... Domain, Private

Key Management Service (TCP-In) Key Managemen... Public

13. Now you will see that a green checkmark appears next to the first rule indicating that the rule allowing communication is enabled. A circle with a line through it
appears next to the second rule indicating that the rule blocking communication is enabled.

Inbound Rules

MName Group Profile Enabled Action ~
@ Key Management Service (TCP-In) Key Managemen... Domain, Private  Yes Allow

& Key M anagement Service (TCP-In) Key Managemen... Public Yes Block

Author(s)
Dee Dee Collette

© IBM Corporation. All rights reserved.
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